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Overview

Dedicated IC design to store keys and perform crypto operations

Key storage. Secure, hardware tamper proof hardware
Mini HSM (Hardware Security Module)
16 slots to store keys, generate keys, store data.

Elliptical Curve Crypto operations. Signing, key generation,
signature validation. ECC 256 bit Prime Curve only.

ECCG608A is latest version of crypto auth chip family.
Previous versions ECC508A, ECC204.
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Value

What does a dedicated ECC608A do for my design?

Securing your product is no longer optional.

- Customer expect secure products, reduce risk,
industry compliance.

Securing user information.
Ability to authenticate device, prevent rouge access.

Crypto keys used to encrypt data, securely store in
ECCG608A.
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Use Case

4

Authentication. Core functionality.

- Sub parts of Authentication are key storage and ECC crypto ops.

| am a valid mobile
app message

Signature

ECC 608A

Private ECC
key

Public key stored in slot, known good key
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Use Case

Use of shared 32 byte symmetric key.
Create hash of message, use as part of MAC challenge.
MAC verified using pre-shared key.

| am a valid mobile
app message

Hash as MAC
challenge

ECC 608A
P

==

Shared

-
shared key symmetric key

MAC command
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Use Case

Securely store encryption key in ECC608A.
- Key not exposed in firmware itself.

- Use to encrypt critical data such operational parameters or user
information.

Encrypt
with key

ECC 608A

P
Ny

AES Crypto
key
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Configuring ECCGOSk

16 key slots.
Each Slot can be configured as a key or data.

Configure slot as read only, writeable, or containing ECC
key and more.

Configure during manufacturing or first boot.

- After configuring, ECC608A is locked down and can not be
changed.

During first configuration, can generate unique ECC keypair
for device, a unique id for each device.
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Certificates

Can create a unigue device certificate for each device.

- Very important feature.

- A small, low power, constrained device can have a digital
certificate!!! Just like larger server based systems.

- Excellent solution for 10T devices.

ECC 608A I e ‘

X.509 cert

Proves device identify
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CryptoAuth lib

- C Library provided by Microchip to interface with ECCG608A.
- Code avalil on Git: https://github.com/MicrochipTech/cryptoauthlib

- HAL Layer, specific to platform. Lots of HAL interfaces provided.

9

struct atca iface

{

HAL interface, function pointers

ATCAIfaceType mType;
ATCAIfaceCfg *mIfaceCFG; // points to previous defined/given Cfg object, caller manages this

ATCA STATUS
ATCA STATUS
ATCA STATUS
ATCA STATUS
ATCA STATUS
ATCA STATUS
ATCA STATUS

// treat as

(*atinit) (void *hal, ATCAIfaceCfg *);

(*atpostinit) (ATCAIface hal);

(*atsend) (ATCAIface hal, uint8 t *txdata, int txlength);
(*atreceive) (ATCAIface hal, uint8 t *rxdata, uintl6 t *rxlength);
(*atwake) (ATCAIface hal);

(*atidle) (ATCAIface hal);

(*atsleep) (ATCAIface hal);

private

void *hal data; // generic pointer used by HAL to point to architecture specific structure
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CryptoAuth lib

AppNotes, l I l :
documents Use Case #1 Use Case #2 |...| Use Case #N-1 Use Case #N

........................................... / |

Code Application Configuration Application Application
Complexity Simple /I\

Portable

Atmel START Non-Atmel Driver

Hardware ‘
Targets A= ,,
MCU XPro CryptoAuth MPU Ultra

SAM, AVR SHA204A, ECCx08A, AES132 "A" class
"M" class OS (Linux)
Bare metal
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CryptoAuth lib

- Review documents in subdirectory: cryptoauthlib/docs

CryptoAuthLib

Microchip CryptoAuthentication Library

Main Page ‘ Related Pages | Modules ‘ Data Structures ~ ‘ Files » ‘

¥ CryptoAuthLib

License
basic directory - Purpose
crypto directory - Purpose
HAL Directory - Purpose
IP Protection with Symmetric Authenticat
app directory - Purpose
Secure boot using ATECCE08A

» Modules

» Data Structures

> Files

CryptoAuthLib - Microchip CryptoAuthentication Library

Introduction

This code base implements an object-oriented C library which supports Microchip CryptoAuth ¢

» ATSHAZ204A
e ATECC108A
e ATECC508A
e ATECC608A

Online documentation is at https://microchiptech.github.io/cryptoauthlib/
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File Tools View Help

Zone

OTP Zone
Slot 00
Slot 01
Slot 02
Slot 03
Slot 04
Slot 05
Slot 06
Slot 07
Slot 08
Slot 09
Slot 0A
Slot OB
Slot 0C
Slot 0D
Slot OE
Slot OF
TempKey Memory

Source

Configuration Zone Device

Device
Undetermined
Undetermined
Undetermined
Undetermined
Undetermined
Device
Undetermined
Undetermined
Undetermined
Undetermined
Device
Device
Device
Device
Device
Device

Undetermined

QL ACES Configuration Environment - SHA204

| / Configuration Zone]

Configuration Zone - This zone has been read from the Device
00 SNI[0:1] SNI[2:3]
04 RevNum
08 SN[4:7]
oc SN[8] Reserved13 12CEnable Reserved15
10 12CAddress TempOffset OTPmode SelectorMode
14 SlotConfig00 SlotConfig01
18 SlotConfig02 SlotConfig03
1c SlotConfig04 SlotConfig05
20 SlotConfig06 SlotConfig07
24 SlotConfig08 SlotConfig09
28 SlotConfigOA SlotConfig0B
2C SlotConfig0C SlotConfigdD
30 SlotConfigOE SlotConfigOF
34 UseFlag00 UpdateCount00 UseFlag01 UpdateCount01
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ACES Tool

- Example of sending commands to ECCG608A.

- Command window, can see exact bytes sent.
- Great place to start experimenting with ECC608A.

U/ UU UU bU UZ BU 3B
Random Command Sent:
07 1B 00 00 00 24 CD

RandomCommand Received:
23 93 AD 91 FC 36 4D 1A CE AC 76 ED F9 9D B4 9E FA B8 7B AR OE Bl 3E 37 FO DA 1B 98 BF 12 E3 78 CD Bl B3

- Random command ‘1B’, Param 1 ‘O’, Param 2 ‘00’
- Response, ‘23h’ number of response bytes.
- ‘B1 B3’ checksum.
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USB Device

Easy to goof up configuration.
- SOIC slot, can simply pop in another blank device.
- Great for development purposes.

AT88CK101SK-SSH-XPRO

https://www.digikey.com/product-detail/en/microchip-
technology/AT88CK101SK-SSH-XPRO/AT88CK101SK-SSH-XPRO-
ND/4496853



https://www.digikey.com/product-detail/en/microchip-technology/AT88CK101SK-SSH-XPRO/AT88CK101SK-SSH-XPRO-ND/4496853

Takeaways \

Securing your product is no longer optional
ECCG608A low cost device - flexible, secure
Great solution for constrained devices.

- You can create device X.509 certificates!!

Solid tools and software from Microchip



